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Note: This FAQ will be continuously updated as we continue to gather information related to HIPAA privacy and COVID-19 requirements.

Question 1: What exceptions apply to our plan’s use of protected health information (PHI) during a pandemic?
Answer: In general, HIPAA privacy and security restrictions continue to apply as they normally would.
Employers sponsoring group health plans should ensure that they only use PHI for purposes of plan
administration (e.g., claims adjudication, case management, utilization review, etc.) or other purposes
specifically permitted or required by HIPAA, and not for any non-health plan or employment-related purpose
without first obtaining written authorization from the individual who is the subject of the PHI.
Keep in mind that employer’s may, on behalf of their plans, disclose PHI without first getting written
authorization for purposes of public health activities, which may involve disclosures of PHI to a public health
authority to ensure public health and safety. These exceptions are discussed in more detail below. (But
remember the minimum necessary standard!)
Question 2: What if we have reason to believe an employee has, or has been exposed to, COVID-19? Are we
able to share this information with other employees?
Answer: First, consider where this information is coming from. Is it coming from information obtained from the
employer’s group health plan? Or is it coming directly from the employee? HIPAA would only apply in the first
scenario.
Information from the Group Health Plan (PHI)
If the information comes from the employer’s health plan records – e.g., on a claims report, then it is PHI and
it is subject to protections under HIPAA. Employers, as plan sponsors, may only use or disclose this information
for purposes of plan administration or as otherwise permitted or required by law. Sharing such information
with other employees would not be permitted. However, as mentioned above, the employer could potentially
use or disclose PHI for certain public health activities. For example:
+

An employer could disclose PHI to a state public health agency as needed to report all prior and prospective
cases of participants exposed to, or suspected or confirmed to have, COVID-19.
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An employer could also disclose PHI if it believes the use or disclosure is necessary to prevent or lessen a
serious and imminent threat to the health or safety of a person or the public. Note that this exception only
permits a disclosure to a person (or persons) who are reasonably able to prevent or lessen the threat (e.g., a
public health department). This allowance defers to the covered entity’s “professional judgment.”

+

In addition, HIPAA permits disclosures of PHI to persons at risk of contracting or spreading a disease
as necessary to prevent or control the spread of the disease or otherwise carry out public health
investigations if otherwise authorized by applicable law. So in this case, the employer would need to have
some independent legal authority to make this type of disclosure.

Employers should seek the advice of legal counsel before relying on these exceptions for using/disclosing
PHI, especially since certain state laws may impose more stringent privacy/confidentiality requirements on
employee’s medical information than HIPAA does.
Information from an Employee (not PHI)
In the more likely case that an employer learned of an employee’s exposure or diagnosis directly from the
employee, other confidentiality requirements, such as the Americans with Disabilities Act (ADA), may come into
play, so discretion is still advised. Notwithstanding the foregoing, an employer may still have an obligation
to let other employees know that they may have been exposed to COVID-19. According to recent CDC guidance,
if an employee is confirmed to have COVID-19 (and assuming an employer learns of this diagnosis directly
from the employee), the employer should inform other employees of their possible exposure to COVID-19 in
the workplace, but should maintain confidentiality as required by the ADA. It can be tricky to balance this
obligation with an individual’s right to privacy. In light of the current pandemic, an employer’s best course of
action will be to contact its local public health department to make this disclosure and rely on their guidance
for communicating this fact to other employees.
Question 3: Hasn’t HHS relaxed some of the normal HIPAA privacy standards in the wake of the COVID-19
pandemic?
Answer: The Secretary of Health and Human Services (HHS) has relaxed some privacy standards for hospitals.
But employer-sponsored group health plans must continue to comply with all applicable HIPAA privacy and
security requirements.
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