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Insurance Policy Alignment 
Aligning a cyber policy with your unique cyber 
exposure involves closely examining: 

> Forensic Investigation costs 
> Whether coverage is provided for data in 

the hands of 3rd parties 
> Regulatory coverage (government fines) 
> Business Interruption coverage 
> Remediation coverages: Crisis 

Management, Credit Monitoring, and PR 
Expenses 

> Exclusions and Retroactive dates 
> Other Coverages to Consider: Computer 

Restoration Coverage; Funds Transfer 
Fraud 

Breach Response Plan 

> A breach response plan establishes how 
an organization will respond to a data 
breach and will outline a clear action plan 
that will be used to both investigate 
potential breaches and mitigate damage if 
a breach occurs.   

Breaches: 5 Important (and Costly) Things 
to Know  

1. In the event of a breach you need to act 
swiftly. A quick, coordinated response is a 
company’s best countermeasure when it 
realizes it’s been victimized by an attack.  
An unfocused response can add to the 
damage.  A comprehensive insurance 
program including Breach coaches, Panel 

programs and response systems can 
assist with this. 

2. Do you know what you need to do in the 
event of a Breach in your state?  There 
are State and Federal laws and 
notifications that must be complied with in 
the event of a data breach or cyber 
attack. Further, legal counsel is often 
needed, along with letters needed to be 
sent to those affected by the breach. 

3. Forensic experts are typically needed to 
help shut down a breach and 
assess/report the scope of the breach to 
determine all that were affected. 

4. Public Relations firms are sometimes 
necessary to manage reputational harm 
and even to manage call centers in the 
event of major data breach situations. 

5. If personal information is obtained and 
identity theft could result, assistance may 
need to be provided (credit/identity 
monitoring) for several years in most 
states for those that are affected, which 
can be very costly and time consuming 

Cyber Best Practices  
Cyber Security best practices include:  

> Technical 
 VPN, firewalls, anti-virus, patching 
 Encryption technology on phones and 

laptops 
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 Provisioning Server Checklist 
 Confirm Reporting Systems 
 Email on phones (utilize 3rd party 

email encryption app) 
 Intrusion/Vulnerability testing (weekly) 
 Uninterruptible Power Supply 

> Operational 
 Defined Company Use/Equipment 

Policy 
 Communicate Company 

Use/Equipment Policy 
 Backup and Remote Access 
 Internet Access Policy 

 On Premises: badge system; server 
room locked 

 Easy access to on-site computers? 
Time specific screen lock enabled? 

 Breach Response Plan 

> Contractual 
Ensure strong 3rd party NDAs in place, 
coupled with awareness of contract 
provisions and language around data 
security, what client responsibilities are 
with protecting information, and 
responsibilities with outside vendors 

Please contact your MJ Insurance representative for further discussion.  


